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PSI 12002 - 05/03/2024 - V 03 | 2/17

1.1.

1.2.

1.3.

1.4.

PeLicks
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PUBLIC

This guide follows the principles and guidelines of
Licks Attorneys' current Information Security Policy,
aims to publicize in a general way how Licks
Attorneys implements guidelines, requirements, and
controls for the security of information received,
stored, and forwarded.

Licks Attorneys' Information Security Policy aims to
implement information security best practices,
assigning responsibilities, defining rights, duties, and
expectations of access and use, and promote an
organizational culture of data and information
protection for Licks Attorneys customers, external
providers, and partners.

To establish guidelines for the creation, transmission,

processing, use, storage, retrieval, and disposal of

information to preserve the following principles:

1.3.1. Confidentiality: ensuring that access to
information is available only to authorized
persons, institutions, or processes;

1.3.2. Integrity: ensuring that the information handled
maintains all the original characteristics
established by the information owner;

1.3.3. Availability: ensuring that authorized persons,
institutions, or processes obtain access to
information whenever necessary;

1.3.4. Authenticity: validating the identity of the person
sending information. This generates non-
repudiation, i.e., it ensures that the sender will not
be able to deny the message’s authorship, as well
as that the information originates from the
provided source;

1.3.5. Legality: ensuring compliance with local laws,
Both regarding the use of various technologies
and data communication.

The Licks Attorneys Information Security Policy

follows the continuous process in which risks are

identified, analyzed, evaluated, treated, and reduced
to an acceptable level.
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2 EEze

Information Security

X2—FM Licks BIFTESNE. BEHIEIAL 2.1. This is a set of policies for Information Security

N S s s approved by Licks Attorneys, published and
EXIIMEZHFNEELZLEEE., cHUTRESR . .
communicated to relevant external parties. It

X : consists of the following items:
2.1.1. i5alE): 2.1.1. Access Control;
L 2.1.2. Password;
2.12. 249, 2.1.3. Electronic File Management;
213 BFVHSE, 2.1.4. Information Classification and Handling;
214 [EE5 KL, 2.1.5. Physical and Environmental Security;
2.1.6. Asset Use;
215 MIENTIFNE RS, 2.1.7. Clean Desk and Desktop;
2.1.6. BrE{#EM; 2.1.8. Information Transfer;

2.1.9. Use of Mobile Devices and Remote Work;

217. BEBEE , .
2.1.10. Virtual Meetings Management;

2.1.8. {521&I%; 2.1.11. Use and Installation of Computer Programs;
2.1.9. Bag B {FERMITEIIE 2.1.12. Backup;

2.1.13. Malicious Code Protection;
2.1.10. EIHIESINETE; '
EIRENERE 2.1.14. Technical Vulnerability Management;

2.111. IHENRZFRREER; 2.1.15. Cryptographic Control and Key Management;
2.1.12. %1%, 2.1.16. Safe Development;

2.1.13. =R, 2.1.17. Network Security;
e 2.1.18. Relationship with External Providers;

2.1.14. Tﬁﬁfﬁﬁf@%ﬁ; 2.1.19. Personal Information and Privacy Protection;
2.1.15. JNEHEEIEIER 2.1.20. Personal Information and Privacy Protection;

2.1.21. Compliance with Legal and Contractual

oA s,
2.1.16. BEFTE; Requirements;

2.1.17. B E; 2.1.22. Use of Material Protected by Intellectual
L .
21.18. SHEBEMRINREE; Property Law;
N
2119 TARRERIF, 2.1.23. How to handle exceptions;
2.1.20. PAEEEFI2FAZ (R, 2.1.24. Disciplinary Proceedings.

2121 BFEESREEK

2.1.22. SLAMRFARIP R0,
2.1.23. 419,

2.1.24. LD TR
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3 i

Access Control

3.1 IRBRENZBFIPEM, HIE@ Licks £8)fzZEss 3.1 ldentification  devices and  passwords protect
- identity, preventing one person from impersonating

PrRE=1 Bl another to Licks Attorneys or third parties.

3.2. Licks BIMESETREABETEIRAIRE, BIa05 3.2 Allidentification devices used in Licks Attorneys, such

B REFORN. FBIEEZ IR s as access badges, system access identifications,

o . . s certificates, and digital signatures, and biometric

E80E, MRS T MERER, FSERAERIA data, must be associated with an individual and

BB SHE—EL. linked to their official documents recognized by
3.3, BRI NBERET RS AR R D FFE, Brazilian law.

3.3. Visitors and external providers must be distinguished
from members.

4, =

Password

4.1. Licks BITERZRAZESIEMEN, ZEAML 4.1 Licks Attorneys adopts password management
. o guidelines, which should not be exposed or shared
FeSttAH=, .
with others.
4.2. BRp18) iManageShare BY, BAPIMRIBEERE 4.2, When accessing iManageShare for the first time, the

B BPRISEOIREE, FEST Licks 2)FsE user must create their password according to the

. e o A il guidelines that will be sent directly to the user,
SSHTEYERZ 2 BER TR, compliant with the rules described in Licks Attorneys’

Information Security Policy.
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Electronic File Management

=y

5.1. Licks 2ImESmE
HEEVE LRI F Y,

IZIIu\

b

53 SRANAL R
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BRSNS 1BE EE 5 1. Licks Attorneys follows international security rules to

manage electronic documents, which are stored on
specific platforms.

Information Classification and Handling

6.1. EXEERIXEIZEATLL
6.1. 1 FERIPI R EERRIREIVRERERE;
6.1.2. FR{RANMEFMAME SR EEL Y,
6.2. IRIEMENRAZIRAN. 7E. EmfltiREs,
6.3. JB7 I RS Bt R, O AR B = St 2 i,

—IdAE B ST,

6.4 WIITFLERRIXEIEE, LIAERSHTERIFE
SROVEE. &%, PTRE. BEsCHEGiA.

6.1. Defining the degree of criticality of the information
makes it possible to:

6.1.1. Determine minimum safeguards to protect
such information;

6.1.2. Ensure operational continuity for processing of
said information.

6.2. Information is identified, stored, transmitted, and
disposed of according to an internal process.

6.3. In order to prevent data and information leaks, controls
are applied to technological assets, which are also
conducted by automated mechanisms.

6.4. The degree of criticality of the information must be
assessed to determine the need to protect the
confidentiality, integrity, availability, authenticity,
and legality of the information.
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Physical and Work Environment Security

o

7.1. YBELEIOR:
711 DREBRBE— el
THAEYIRBINES;
7.1.2. Licks BINESRITEEEBIRARERANC,

1R, RBETN

B2, PRELARELEFELINAEER: B
a. malER/ “HBRENNREm ). &
CSSIMNERSY

7.1.3. Licks #IMSESTAVIRIEACSE 7 BB
(CCTV) miERGHEENT 2GRk,
7.2 YPEENCFEH:

7.2.1. Licks BINESFMgErIa A E=EALD;

7.2.2. Licks 2IAESEIBE B RS HKIERE

1= IEt

723. BHEFEHN Licks BIFESHIIDAE,

P27 i=ped=zki NSy A Aol
73. PRELE:
7.3.1. Licks BIPSESFIVDAEFIXRBEEZENR
P, TRFREENARIG,

732 KREFOXIFHEBELIEN, R ERE
e SHN AN KFIEHFELRSEHNER
Hb, HABE=FESFERF. EioA. 18
FYHUEMIREIRE. RISk e
FENMRESRIIXIES Licks @.Jfﬁ%QﬁEE’J
H?\nﬁ RER, ZXEEZHENE

, FEFEENEWARIY) 0.
7.4. St FIMMB RPN AR -
7.4.1. Licks ZBIMSESPME LR TEXTAR, AL

7.2.3.

7.3.2.

733.2%%

7.1.2.

7.2.2.

7.3.3.

PeLicks
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PUBLIC

RRE

7.1. Physical security perimeter:
7.1.1.

The building must have a main entrance with a
door protected with a secure lock, a system
based on access badges or biometrics;

Entrance to the building is not manageable by
Licks Attorneys. However, the facility must
include at least the following physical access
controls: a reception, turnstiles with access
card/QR Code-based systems, cameras, and fire

protection systems;

. Licks Attorneys facilities are equipped with

security cameras monitored by a Closed Circuit
Television (CCTV) Monitoring System.

7.2. Physical entry controls:
7.2.1.

Licks Attorneys has a reception to control
physical access;

Licks Attorneys controls physical entry by means
of an authenticated identity by access badge;
The granting of physical access of visitors to
internal Licks Attorneys facilities must always
be conducted by an accompanying member.

7.3. Security in rooms and facilities:
7.3.1.

Licks Attorney’s rooms that have information
with a certain degree of criticality are protected
to prevent access by unauthorized persons;

Any third parties, other than authorities in
compliance with a court order and clients for
prohibited
photographing, recording audio, or creating

suitable  matters, are from
videos using cell phones, notebooks, cameras, or
any other devices without prior authorization
from the manager of the visited area;

The areas for loading and unloading of equipment
and other materials are isolated from the rest of Licks
Attorneys and have supervised access, in addition to

inspection of received or dispatched material.

. N 7.4. Physical  protection  against  external and
FIRSETUNAWIERIPEE . .
environmental threats:

7.4.1. Licks Attorneys is equipped with physical

PSI 12002 - 05/03/2024 - V 03 | 6/17
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8 HEER

Asset Use

8.1. 25| FTEF BB T S PR & e/ iR & L iEfigE  8.1. The storage of obscene, illegal, or unethical material
NP, he on the Licks Attorneys network or any equipment
i N1y é/% 3R .

. ARRRNBBRIRN owned by itis prohibited. If the material is the subject
8.2. WRTEAFEMES & H A IERIAT NS ST B RY of judicial records or proceedings related to criminal,
B, MEFEMEBTSHE. FEEEELEEHE administrative, or similar investigations, storage may
N N PN P be exceptionally authorized by a Partner, considering

REORIRCRAIFIAAE, EakAGEE TR the specific circumstances of each case.
NERIBRES, TIXFEERAIIMEN, 8.2. Connection of any equipment that is not owned by
8.3, 2| SR TR T B R R G sl A 18 Licks Attorneys must be made on a specific

network.
RN, THEREZCABRMFIL, RAEN g5

SIREEELENRSERE, equipment that is not owned or cleared by Licks

. Connection to the corporate network of any
Attorneys is prohibited, especially notebooks and

cellphones, as they compromise Information Security
and the quality of services.

9 aEEE

Clean Desk and Desktop

9.1. PASE AT B S X B EEHI4FIe] e 9.1 Work desks are kept clear of documents and

removable storage media that may contain critical

hiFHET R, . :
information.
9.2. B KBRS EINEATTFREIEIFHETER  9.2. Documents and media containing critical content are
DHNRE, stored in secure furniture immediately after use.
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Information Transfer

10

10.1. (RENFHAR T EEEREER, FFHr-Eolse
SN BRI TS DT,

10.2. R PR E R — PG, FEHZT G DA H]
SR I 5% B8 BRI NS UE, 75 )0 R A
iManageShare kIt S B AL X HHR .

10.3. BERCH VIE S SRIE FRBAMIE, 2N
SeiEid iManageShare #54&,

10.4. BIEIEE RS

1041 MBERIPESAOELBEBRRE R

Microsoft Teams, AJSIERLRER, 1BERIEF)

MR ESFEERMRSIIERES, 35

ZEREME, FEERELRIIERRSHE

IEMBIAEN RS, &P BIRIRERR

HRREER, FRNRINESFAIRROIUBE AR

EIEE FHBHRI S TIETAAIA,

ZEIE¥E WhatsApp. Telegram Si{E Al E{thRIAT @

RGBT HE,

10.4.2.

11

PeLicks

ATTORNEYS

PUBLIC

10.1. The requirements for information confidentiality
are described in the Confidentiality Agreement and
critically analyzed whenever a change occurs that
may affect them.

10.2. iManageShare should be used for sharing or

transferring large volumes of data, unless the Client

specifies another platform, which must be
validated by Licks Attorneys' Information
Technology team.

10.3. Email  attachments  containing  information

classified as CONFIDENTIAL should preferably be
forwarded via iManageShare.

10.4. Instant messaging system:

10.4.1. The official instant messaging system for Licks
Attorneys is Microsoft Teams, which can be used
with non-members. However, the use of the official
instant messaging system or any other instant
messaging system is strictly forbidden in the process
of purchasing goods and services to be obtained by
Licks Attorneys or for interaction with clients; if the
clients have sent the message through an instant
messaging system, the Licks Attorneys member
must formalize the reply by corporate e-mail;

10.4.2. The use of WhatsApp, Telegram, or any other
instant messaging system as a corporate tool is
not allowed.

oL RMITiE T(F

Use of Mobile Devices and Remote Work

11.1. Licks  @InS=SPMEREIER IR EERMNT
A TR EEN,

PSI 12002 - 05/03/2024 - V 03 | 8/17

11.1. Licks Attorneys follows specific guidelines for
managing the use of mobile devices and performing
remote work.
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SN ETE

Virtual Meetings Management

@.

12.1. REFTRE, NEBRBRIDESFLAFREIUA=I.
WAL REEF. K, LIRAHATE A
AIBNES.

12.2. AR ERIDSE SRR SE = FEM =W
AEPEES, FFEOUBE RIEEETZEE
Zoom FEEE RiEHERETE Microsoft Teams
a7,

12.3. ZRRTRINESEFIIRR S SE = AR rte NS
WA, WIRfER Zoom F&,

12.4. FISIN (BENESIYS. TIERSEEIE)
HREFVRSECBIIZZM D AZURIIFE A, 1B
MBI ERSFHICRE D ALE.

13 BRI

12.1.

12.2.

12.3.

12.4.

.
8¢ Licks

PUBLIC

Whenever possible, scheduling virtual meetings
should be performed by Licks Attorneys. Invitations
from customers, bodies, and public bodies or the
press are acceptable.

Every virtual meeting organized by Licks Attorneys
with third parties requires a written invitation and
must be carried out in the Zoom platforms, by
sending a link and a password, or in Microsoft
Teams, by sending the link.

The Zoom platform must be used when members
of Licks Attorneys or third parties need to access the
meeting remotely.

Recordings of virtual meetings, including webinars,
workshops, or similar events, must be preceded by
a notice to the holders of the impacted personal
data, who shall have the right to object to the
processing of their personal data in the recording.

Use and Installation of Computer Programs

13.1. FPEAERAREIFAI AT BN E R,

FRSMNERID R R LA R BT RIS S B S
EI BB RN BIVEFLAURRES 1T &
EER], LEEREMEURSHITRINSESh
MBI AR RRIFREE,
ZIEERAETRAEATIER (A) TAM
ChatGPT, BRIF (ERZEEBER) HIIBHERE
FFrBMR, SNITFZELILERARER IS RITES
PIT IT BB, EGEBANR EERETRTHERIETUA
BRI ATERE A LA,
AREERNENEE A RS IRETEES
TATERERR, NRBISAHIENE SN ER
FRIESIHEN, ERSSUHEEFEHE,

13.2.

13.3.

13.4.

13.1.

13.2.

13.3.

13.4.

The use of unlicensed copies of computer programs
is strictly prohibited.

Computer programs provided to Licks Attorneys by
external institutions free of charge and
accompanied by authorization from the legal
copyright holder must be submitted to IT
management to be checked for integrity and
compatibility with existing resources in the Licks
Attorneys network.

The use of any public artificial intelligence (Al) tool,
such as ChatGPT, is prohibited. The use of any
artificial intelligence (Al) tool that has not been pre-
approved and formally endorsed by the IT team,
of Licks

Attorneys is also prohibited unless listed in the

Systems team, and Administration
Information Security Policy and communicated to
all members.

The client will be informed in the delivery message
of the requested service, following the previously
established guidelines for including the standard
notice, when Al resources have been utilized in the

provision of the contracted services or part thereof.

PSI 12002 - 05/03/2024 - V 03 | 9/17




ReLicks

ATTORNEYS

PUBLIC

14 &

Backup

14.1. FIFT B ITEEZ AR RR S ZR(RIPETGE  14.1. Licks Attorneys adopts backup solutions to protect

. o - N . all data received, stored, and forwarded against
W, FIEFRARRSIETER, AR ] loss, as well as redundancy in storage and periodic
EHAN AR TR, testing.

14.2. S FER M RITSEEFERBRFIEEIE, Tt 14.2. For all data circulating at Licks Attorneys, the backup

e S AN is protected by encryption regardless of
- =
KU, FBPEBZEIIIZR, classification.

15 IEEEE

Protection Against Malicious Codes

15.1. Licks #ITEEFAsRAs T EaE it (RipR sy 151 Licks Attorneys adopts protection solutions against

malware, with detection and prevention measures.
= o U NSt =giicd ’
=, BEEITRHEE. 15.2. Any computer program or file originating from

152 (HAR B ML I EBE P RITT S AZ P ok S networks or external users must be scanned by
ER AT R =B 2SR5, virus protection systems.

@ ANRAEE

Technical Vulnerabilities Management

16.1. [FAE| BRITHRSERIRG, SirfifRgARF 161 Technical Vulnerabilities are identified, analyzed
. and addressed using a system specifically designed for
11%o

this purpose.
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17 mEpssEReE

Cryptographic Control and Key Management

17.1. INZ SR TIESFIFEE SR L, F8(= 17.1 Cryptographic controls ensure security in the

ol S b [ | 7 means of transmission and storage, making it
SRR LRI, o . . . .
difficult for information to be interpreted in case of

172 MR IDSESERINE X FENENES RS interception.
SEaEMREE, 17.2. Encryption is used in Licks Attorneys to store and

transmit information with the highest degree of
criticality.

18 meFR

Safe Development

18.1. HENERHF A 2B EHNTiEFHEAIEY 18.1. The development of a computer program is carried
out through a formal process and using appropriate

B R TR,
methodology.
18.2. Licks BINESHIETBIIEFIIRINEELE  18.2. Licks Attorneys establish minimum Information
Ik, Security requirements for a computer program.
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Network Security

. BENE R RIS AR FARE N E T Esh a9
IR, FEARER R D RRFa S fE ISRk
A9,

EEER BT RIS 55 PRI L840 008
M,
L&
=P,
FRT BIDESFTRIAE RSN T EEXRIAIE),

R SRS R DES IR HIRIMNuLZEE, RIFSHES
Fraz OB BB HESAIER, TEHRES
LIRS, 8
19.5.1. EfF) LE,

19.5.2. 4L

19.5.3.FHEMm;

19.5.4. BBZERAIE S,

19.5.5. tim =+ X B,

19.5.6. &R

19.5.7. IFEAERBHIRNE

19.5.8. BETECIZE R V30BN 1E =5 B HYHERYET 4L
NE=FIT&EINERF. W ExpressVPN F
CyberGhost;

19.5.9. A ;

19.5.10. &B15;

HeSHE,

255,

BRI HEFIEA (PRAFETSERSER) |

MNEEXBEE, TEFIHZE SRR

wE (REML)

FIE 0 ;

BT AR RILLE ;

IR,

is2s %

SKER

19.2. 1 2B HIIEAYEE

19.3. NRFEEOMREED, MEZERIBEZE
19.4.

195.f

19.5.11.
19.5.12.
19.5.13.

19.5.14.

19.5.15.
19.5.16.
19.5.17.
19.5.18.
19.5.19.
19.5.20.

(FFETSIERWSFER)

19.1.

19.2

19.3.

19.4.

19.5.

PeLicks
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The for

managing network assets are defined to only

responsibilities and procedures

grant access necessary to the activity and

minimize damages caused by a failure in

operation or of maintenance.

Connections to the Licks Attorneys network

must occur exclusively through authenticated

access.

The networks are segregated into public

access and internal access. Communications

between these networks are protected.

The Licks Attorneys visitor network is available

exclusively for internet access purposes.

It is strictly forbidden to browse sites of

categories restricted by Licks Attorneys is

strictly prohibited, unless directly related to

the Firm’s core activities and authorized by

a Partner, especially when involving:

19.5.1. Child abuse;

19.5.2. Discrimination;

19.5.3. Drug use;

19.5.4. Explicit violence;

19.5.5. Extremist groups;

19.5.6. Piracy;

19.5.7. lllegal or unethical content;

19.5.8. Third-party computer programs aiming
to create anonymous access or

circumvent blockages made to undue

destinations. Examples: ExpressVPN and

CyberGhost (Proxy prevention);

19.5.9. Dating Website Profiles;

19.5.10. Pornography;

19.5.11. Weapons Sale;

19.5.12. Plagiarism;

19.5.13. Internet radio and TV (unless for a
legitimate business need);

19.5.14. Streaming, downloading, and sharing
of files and media from the internet;

19.5.15. Viruses (malicious websites);

19.5.16. Phishing;

19.5.17. Spam URLs;

19.5.18. Entertainment;

19.5.19. Games;

19.5.20. Job searches (unless for a legitimate

business need).
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20 SHNEMERNERIRER

Relationship with External Providers

20.1. (ZERLERE S MR MEIAS—8FICEE 201 Information Security requirements are agreed upon

SN . N N with the external provider and documented in the
REDINF, LSRR FIMEMRMEEAE) Licks £ S i .
Confidentiality Agreement to mitigate the risks

PSRN, associated with external providers’ access to Licks
20.2. HpEB IT N B ESTNZRZINN, Attorney's assets.

Licks 72 o P~ S 20.2. This agreement is extended to the supply chain of
203 ICKS 1$Jﬂi$ﬂﬁﬁ§—% m}lgl\ﬂB'T/\m%ijDL# the eXtema| IT prOVider.

IREIN 20.3. Compliance with this policy by the external provider

is systematically monitored by Licks Attorneys.

21 SERSHMREAER

Relationship with Cloud Service Providers

21.1. FIFERTEERIE (EELZ2HE) B AF] 211 Licks Attorneys assesses cloud service providers

N - I _ throughout the acquisition, usage, management, and
BEER, BERHENEHERENASME Tk . . . .
exit processes, in accordance with the technical and

SiRMERE, £/R. SEMNRLEmER contractual requirements of the Information Security
EH TS, Policy, following internal procedures for provider

(vendor) management.

o QE_JCI-L/D\ -\:‘—-/——ﬁ—g\.—\-./\fQ | . .
21.2. |T BAE%{*EE&?DTIE{/\F?IEE%?&H@{CI:U ?EE}I%J 21.2. The IT team ensures the proper |mp|ementat|0n of
=7
E

1Bhe, FRtERmHhERNE NSRS FE Information Security controls by cloud service
=5 providers, assessing the environment at planned

, o . . s i intervals to check for the presence of vulnerabilities.
21.3. MIRTRIDSEIS PAXSINEMERENE T ABERAIER 513 icks Attorneys systematically monitors compliance

HITES MR, with this policy by external providers.
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22.1. FIASERIME SR BRI ERI AL
FRABIVHE. #ROREAR, IR AR
HEAERLEEENAR. HETHRESER, B
2F (Fusx)

22.2. EIRNEF FIIETEEEM :

22.2.1. FRRAFIREAOEAF  (1RIBEAFRSEIX)
22.2.2. D ASHUEBRMAHAOEANEER (1968 &
12 B 6 BH9EE 5553 Si%2)

2223 BBEEEZFNEMRIE,

SYSESIER

22.2.4. SRATHIRM %
22.25. BFARAHE (2002 F 1K 10 B 10.406
Sk’

22.2.6.LGPD - EFREEREFfAL (20188 B 14 H
95 13.709 5%, 2019 F 7 B 8 HESE
13.853 SiXEEIT) .

23.1 ERATFRIRIFESRIARE. ENMaEEKk 231 The
. R EERERE T XEERIARSHEIRF!.
ICFANEHT.
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Protection and Privacy of Personal Information

Licks Attorneys controls the types of personal

information collected, how and when it can be

used, who has access to it, and how the holder of

personal data may correct any inconsistencies

therein. For further details, please refer to the

Privacy Notice

The following laws and regulations in force are

observed:

22.2.1. The fundamental rights to privacy and secrecy
(per the Federal Constitution);

22.2.2.The presentation and use of personal
identification documents (Law #5.553 from
December 6, 1968);

22.2.3. Specific provisions in theonsumer Code;

22.2.4.Banking and tax legislation;

22.2.5.Brazilian Civil Code (Law #10.406 from
January 10, 2002);

22.2.6.LGPD — Brazilian Data Privacy Act (Law

#13.709, from August 14, 2018, amended by

Law #13.853, from July 8, 2019).

BT AENEREX

Compliance with Legal and Contractual Requirements

legislative, regulatory, and contractual
requirements applicable to Licks Attorneys are
identified, documented, and updated, as well as
those directly responsible for compliance with

these requirements.



https://www.lickslegal.com/about-us/our-privacy-policy
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24.1.

24.2.

24.3.
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fEmm, UPHESEURMZINAITRISESRE,
ERFR, TIEREBINE, BELERIRA
fEm, BREEZ R B FRUAREESES
RPAREQEEFENFm, RiE. 2B, R
Z). BEZE. FIREDRIFIZHhSZAR(Em, #BE. itb
EFEMERBRNFR, SHIE. TE. i
. R, =W, HRARFEEXNE. BE
MIEEZBIERR, XIROIIFamATER. B IE MRS
%, LIRS NEMEI 2T, BIER, WiE
sildR. ek, BREBH. [H, HERENED
RTHASERE. HBREMEMANE oI
A9 Eam.

RHERANZ. ZARTRFEmRIRHRIANT
KOHE, ST FRTERETERNESR
EmAY/ AR Fm (BIa0REEE) |, RES
FABAZAT EIEFHEm, FRIWEH mAYE
BER, AETMRERFERNGEZNGE. MIFE
JHEE55 Pl RTEAAL B IR E TV EmR il
RPFRORRIRFam, ZEERIP.

FSOVFHER ZERubIE THT5T. MSL PDF Ak
EEELEE, BREFESENWSEE.
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24.1.

24.2.

24.3.
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Use of Material Protected by Intellectual Property

The use of any texts pertaining to literary, artistic or
scientific works; conferences, speeches, sermons
and other works of the same nature; dramatic and
dramatic-musical  works;  choreographic  and
pantomimic works, the scenic execution of which is
in writing or in any other form; musical compositions,
whether or not they have lyrics; audiovisual works,
with or without sound, including cinematographic
works; photographic works and those produced by
any process analogous to that of photography; works
of drawing, painting, etching, sculpture, lithography
and kinetic art; illustrations, geographical maps and
other works of the same nature; projects, sketches
and sculptural works related to geography,
engineering, topography, architecture, landscaping,
scenography and science; adaptations, translations
and other transformations of original works,
presented as new intellectual creation; computer
programs; collections or compilations, anthologies,
encyclopedias, dictionaries, databases and other
works that, due to the selection, organization or
disposition of their content, constitute an intellectual
creation; in violation of copyright law, is forbidden.

The use of literary, artistic, or scientific works to
produce judicial or administrative evidence, in
addition to the reproduction, in any works, of small
excerpts of pre-existing works, of any nature, or of
integral works, in the case of sculptural arts, whenever
the reproduction itself is not the main objective of the
new work and does not harm the normal exploitation
of the reproduced work or cause undue harm to the
legitimate interests of the authors, is allowed. Any
works produced by Licks Attorneys members when
their

copyrighted works belonging to Licks Attorneys and

performing occupation are  considered
protected under the law.

The use of paid websites for research, purchase of
PDF files, or access to any paid material is allowed,
provided that there is a legitimate business need,
no violation of any copyright and with Licks

Attorneys' authorization.
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{FIFMETE

25.1. ANBUERIBIIMS RIER PR B R MY a8 25.1. Exceptions to this policy are explained, authorized,
o - - and formalized in internal procedures or in the
R, EAGIALE. o
Confidentiality Agreement.
25.2. EMANLEL 2= 6 LA KR EMEFETAREERAY  25.2. Security controls are defined and implemented to

BIMS RS BIKE., minimize the risks inherent to exceptions to this
policy.

Exception Handling

CRELDIER

Disciplinary Proceedings

26

26.1. AT RITESFREVERIITLEMDIZFE 261 Licks Attorneys follow specific guidelines for
. handling disciplinary proceedings when necessary.
R
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